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[: The CISO roles and responsibilities
The role of the CISO
Information Security Projects
Information security processes

[> CISO - Technical aspects
Access Controls
Physical Security
System, network and application security
Vulnerability Assessments and Penetration
Testing
Risk, Threat and Vulnerability Management
Disaster Recovery and Business Continuity
Planning

+ Encryption

Forensics and Incident Response

[) Policy, Governance, Risk & Compliance
Information Security Management Program
Defining an Information Security Governance
Program
Regulatory and Legal Compliance
Risk Management

[> Building tools with Python

+ Hello python
Expressions, data types, variables and simple
logic
Solving problems with python flow control,
conditionals and loops
Text processing, handling strings, lists and
regular expressions
Functional programing, exception handling
and better use of cmd interface

- Generating dictionaries and working
with files

DIQb'D

Network programing, binding sockets,
TCP and UDP clients and servers
Your 1st network scanner; host scans,
port scans and banner grabbing

RAW traffic generation with scapy:;
ethernet, IP, ICMP, TCP and UDP

[: Incident Response

Security Operation Centers (SOC)
Incident response - methods,
procedures & implementation
Monitoring using SIEM

Digital forensics and investigation

> Security controls and auditing
management

Security controls types and objectives
Designing, deploying, and managing
security controls

Implementing control assurance
frameworks

Audit management process

> CISSP bootcamp

Security and risk management

Asset security

Security Architecture and Engineering
Communication and Network Security
Identity and Access Management (IAM)
Security Assessment and Testing
Security Operations

Software Development Security
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Cyber Essentials

Blue Team Defender

Red Team Expert

D @ @ @

CISO - yT'n NNLAN 1N DIP

W | Workshops

Introduction to Cyber Warfare
Anatomy of an Attack

Web Application Hacking

Network Monitoring and Detection °
Windows Malware Forensics

Linux Forensics

Introduction to ASM x86 and
Reverse Engineering

CISSP Bootcamp
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